Job Aid
Information Security

How to Set Up and Use Multifactor
Authentication for MySAP

Purpose

The purpose of this job aid is to provide frontline employees a step-by-step guide to setting
up Multifactor Authentication (MFA) for logging into the Home and Employee Self Service
(ESS) functions in MySAP. MFA is a security method that adds an extra step to the sign on
process to prove your identity and protect your personal information.

You will only be required to set up the MFA on your first login, but going forward, MFA will be
required for each time you log into Home or ESS in MySAP.

MFA Methods

There are two ways to set up MFA:
e using the Microsoft Authenticator app which requires a mobile device; or

e using any phone number of your choice to receive a text message or phone call
containing a one-time code.

Follow the steps below according to the method you prefer.

Setting up MFA Using the Microsoft Authenticator App

Step Action
1 Navigate to EEE www.canadapost.ca.
2 Scroll to the bottom of the page and select I'm an employee.

Canada Post

Our company

Corporate sustainability

Working at Canada Post

I'm an employee
Media centre

Negotiations updates
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Step Action ‘

3

Sign in to intrapost with your login credentials.

intrapost /
intraposte

User ID can be found on your pay
statement beside your Employee ID.

L'ID utilisateur se trouve sur votre bulletin
de paie a coté de votre ID d'employé

User ID / ID utilisateur

Password / Mot de passe

Login / Connexion

Forgot your Mot de passe
password? oublié?

Select MySAP on the intrapost landing page and then Home or Employee Self
Service.

m Empl Self
& mysap / Fy Home 4, = / & . :
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You will only be prompted to set up MFA the first time you access Home or
Employee Self Service after logging into the new SAP.
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5 You will be prompted for your login credentials. Enter your intrapost username
(e.g. JONSMTY) followed by @cpggpc.ca and select Next. Enter your password and
then select Sign in.

©

& @ epggpPe.co
Enter password
Password

6 The following MFA prompt will appear. Select Next.

©

WA @cpggpc.ca
Let's keep your account secure
We'll help you set up another way to verify it's you.

Use a different account

Learn more about verifying your identity

7 Select the Download now link and use the QR for your device type to download
the Microsoft Authenticator app on your mobile phone. Once you have
downloaded the app, select Next on your computer screen.

Keep your account secure

Get the app on your phone”

Microsoft Authenticator

e Start by getting the app
n your
er you

Il the Microsoft Auth

ator app on your devi

I want to use a different authenticator app

Lwant to set up a different method Gongle or sonsione
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8 Go to the Authenticator app on your mobile phone and select the + in the top
right corner of the screen.

936 0OODME - 0 & R =l 85%@

Authenticator + Q

9 Select Work or school account and then select Scan a QR code.

957 GO0 -

937 0600OME - 0 & % =il 85%m

< Add account

What kind of account are you adding?

B ®
@i Personal account / Add work or school account
® EE Scan a QR code ’

=. Work or school account
Other account (Google, Facebook, [ swnin
- etc.)
CANCEL
10 Return to your computer and select Next to open the QR code screen.

Keep your account secure Keep your account secure

Microsoft Autherticator

Microsoft Authenticator Scan the QR code

12 2an e QR o, 1w

Set up your account
el shacz Het

i prompted, allow rotifications. Then add an accourt, and select “Work of school”.

= “

Lusant to set yp a different method
a2 10 eeren e
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il Scan the QR code on your computer screen to get a two-digit number to enter in
the Authenticator app.

Keep your account secure

Microsoft Authenticator

Let's try it out

v/

Approve the notification we're sending 10 your app by entering the number shown below

12 Enter the two-digit number in the Authenticator app on your mobile device.

9390000M4 - 0 © % = .l 84%8

0 Are you trying to sign in?

CPGGPC

FTTETEN@cpggpe.ca

Enter the number shown to sign in.
Enter number here

92

YES

NO, IT'S NOT ME

| CAN'T SEE THE NUMBER

13 This screen will confirm you have completed the authentication.

Keep your account secure

Microsoft Authenticator

Notification approved

v

I want to set up a different method
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14 Each time you log into the Home or ESS functions in MySAP, you will have to open
the Authenticator app to enter a new code.

9410000M3E - 8 & 2.l 84%@
Authenticator + Q
CPGGPC S
£ 1701 M@cpggpe.ca

0 Are you trying to sign in?
CPGGPC
WTTETIH@cpggpe.ca

Enter the number shown to sign in.

Ii Enter number here j
YES

NO, IT'S NOT ME

| CAN'T SEE THE NUMBER

(c]c)
ex
O Approved ‘

A L, B 0 Gz

Authenticat... Passwords Payments Addresses Verified IDs

11 @) <
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Setting Up MFA Using the Alternate Method

Step Action
1 Navigate to E www.canadapost.ca.
2 Scroll to the bottom of the page and select I'm an employee.

Canada Post

Our company
Corporate sustainability
Working at Canada Post
I'm an employee

Media centre

Negotiations updates

3 Sign in to intrapost with your login credentials.

intrapost /
intraposte

User ID can be found on your pay
statement beside your Employee ID.

L'ID utilisateur se trouve sur votre bulletin
de paie a coté de votre ID d'employé

User ID / ID utilisateur

Password / Mot de passe

Login / Connexion

Forgot your Mot de passe
password? oublié?
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4 Select MySAP on the intrapost landing page and then Home or Employee Self

Service.
() ® . @ Employee Self
y mysap v Jy pome = / & s oo e
= :'n.,: . .u"!" - LR o rarms leml LT
-i:' Erre L]
A e R Tt T | e
"":‘S- Firipol el E e

You will only be prompted to set up MFA the first time you access Home or
Employee Self Service after logging into the new SAP.

5 You will be prompted for your login credentials. Enter your intrapost username
(e.g. JONSMT7) followed by @cpggpc.ca and select Next. Enter your password and
then select Sign in.

©

% mem (e pYGPC.LO
Enter password

Password

Sign in

6 The following MFA prompt will appear. Select Next.

©

MA#4@cpggpe.ca

Let's keep your account secure
We'll help you set up another way to verify it's you.
Use a different account

Learn more about verifying your identity

July 15, 2025 T576775 Page 8



Job Aid
Information Security

Step Action ‘

9 Select | want to set up a different method.

KE'E'FI‘ your accou nt secure
Microsoft Authenticator

e Start by getting the app
o o e, il e ool SRS 4

A1 g vl et Wireoh Auterisc o s o e Grvice, choper e

—

il Enter the country code and the phone number to which you would like to receive
a code. Then choose how to verify and select Next. If you select Receive a code,
you will receive a code via SMS text message. If you select Call me, you will
receive a code via phone call.

Keep your account secure

Phone
You can prove who you are by answering a call on your phone or receiving a code on your phone.
What phone number would you like to use?

Country code Phone number

Canada (+1) 555-444-5555

Choaose how to verify
®) Receive a code

() callme

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy
and cookies statement.

Lwant to set up a different method

You can enter a mobile phone number or a landline. Be sure to select the
appropriate verification method. Landlines cannot accept text messages.
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12 Enter the six-digit code and select Next.

I(eep your account secure

Phone
‘We just sent a 6 digit code to «1 Enter the code below.
I;zmd
L iffy
12 You will receive confirmation that your phone has been registered.
Keep your account secure
Phone
Q) Verification complete. Your phone has been registered
&
13 Next time you log in, the system will recognize the phone number you had

previously entered and prompt you select either a text or phone call to receive
your new code.

©

@epggpeca

Verify your identity

D Teat +X 30000000010

% Call +X 0000010

Mare information

Aue your verification methods cunrent? Check st
hétpfaka me/miasetup
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Questions?

Job Aid
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Canada Post Help Desk

1-877-411-8585, option 6
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